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Solution Architecture
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Overview

Active Directory Federation Services (ADFS) is a technology that extends Active Directory
configuration to services outside of the AD infrastructure. With ADFS, you can give AD users access
to SBM dashboard without them having to manage another set of credentials.

SBM Dashboard creates a local dashboard account for users which passes the ADFS authentication
and assigns security roles based on the ADFS response.

ADFS Configuration

Before you begin, verify that the following are true:
1. ADFS service is installed.
2. You have a user with Administrative privileges on the AD.
3. You have a superuser on the SBM dashboard.

AD security groups (recommended)

1. Create a security group to each dashboard role.
O Super User
0 Admin Configuration
0 Device Admin
O Security Manager
0 Security Manager Viewer

2. Create a security group for all SMB users with all the above groups as group members.
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Configure the ADFS
1. Signinto the SBM dashboard.
2. Go to the Settings > Administrators > SSO settings.
3. Download the SMB metadata file.

This file will be used with ADFS management to configure a new Relying Party Trust.
It will be easy to open the dashboard on the same machine you will configure the ADFS and

download the XML.

Dashboard

Device Risk  i0S Profiles  App 5 Metwork

== o
m 1) Download SBM metadata file to configure your IDP: SEMMet
Administrators

4. Open AD FS management.

5. Inthe Action pane, click Add relying Party Trust...
L ADFS
G File Action View Window Help

&= HE

I [l Service
I [ Trust Relationships
I || Authentication Policies

Overview
computers.

Leamn More
Corfiguring Trust Relationships

Configuring Authentication Policies

Troubleshooting AD FS

AD FS Help

6. Click Start.

| ADFS ADFS

AD FS provides single-sign-on (5.50) access for client

=] -
Actions
ADFS

e

Add Relying Party Trust...

Add Claims Provider Trust...

Add Attribute Store...

Edit Federation Service Properties...
Edit Published Claims

Revoke All Proxies

View

MNew Window from Here

Refresh

Help

7. In the Select Data Source, select Import data about the relying party from a file radio

button.
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8. Click Browse and select the SMB metadata file downloaded on the previous step.
9. Click Next.

G Add Relying Party Trust Wizard =
Select Data Source

Steps Select an option that this wizard will use to obtain data about this refying party:
@ Welcome .
(_) Import data about the relying party published online or on a local netwark
@ Select Data Source . . . ’ . o
Use this option to import the necessary data and certificates from a relying party organization that publishes

@ Configure Muttifactor its federation metadata online or on a local network
Authertication Now?
Federation metadata address (host name or URL):
@ Choose lssuance
Authorization Rules

® Readyto Add Trust Example: fs.contoso.com or https:/Awww.contoso .com/app

@ Finish (®) Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
validate the source of the file.

Federation metadata file location:
E'-.'Jserc"-mlchab"-.DesktDp'-.SBM Metadata xml | Browse...

() Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

| < Previous || Next > H Cancel |

10. In the Specify Display Name, enter display name and description for the rely party.

11. Click Next.

12. Check Open the Edit Claim rules dialog for this relying party trust when the wizard closes.
13. Click Close.

14. Click Issuance Authorization Rules.

15. Click Add Rule...
L% Edit Claim Rules for SandBlast Mobile | = | = [I5€H]

Issuance Transform Rules | lssuance Authorization Fules | Delegation Authorization Rules |

The following authorization rules specify the users that will be permitted access to the refying
party. When the list does not contain a ule, all users will be denied access

Order = Rule Name Issued Claims

+
¥
ok || cancel | [ ey
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16. Select Permit or Deny Users Based on an Incoming Claim and click Next.

[t} Add Issuance Authorization Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim nule that you wart to create:from the following ist. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

[Pemnt or Deny Users Based on an Inceming Claim v

Claim rule template description:

Using the Pemit or Deny Users Based on an Incoming Claim nule template you can pemmit or deny users
access to the relying party based on the type and value of an incoming claim. For example, you can use
this ule template to create a ule that will pemit only Users that have a group claim with = value of
“Domain Admins”. f you want to pemit all users to access the relying party, use the Permit All Users rule
template. Users who are pemitted to access the relying party from the federation service may still be
denied service by the relying party.

et

17. Enter Claim rule name.
18. For Incoming claim type, select Group SID.
19. For Incoming claim value, select the security group which include all SBM users.

20. Select Permit access to users with this incoming claim and click Finish.
() Add Issuance Authorization Claim Rule Wizard -

Configure Rule

Steps “You can configure this rule to permit or deny users based on an incoming claim. Specify the incoming claim
@ Choose Rule Type type. claim value, and whether the users should be pemitted or denied access to the relying party.
@ Corfigure Claim Rule Claim rule name:

SBM all users

Rule template: Athorize Users Based on an Incoming Claim

Incoming claim type
[Group sID vl

Incoming claim value:

LC

Select one of the following options to indicate whether users with this claim will be permitted or denied access
to the relying party.

(®) Permit access to users with this incoming claim

() Deny access to users with this incoming claim

< Previous ‘ | Finish ‘ | Cancel
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21. Click on Issuance Transform Rules and Add Rule...

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specily the claims that will be sent to the relying party.
Order  Rule Name lssued Claims
Add Rule... | | Edit Rule... | | Remove Rule...
OK || Cancel || Appy |
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22. Select Send LDAP attributes as Claims as Claim rule template and click Next.

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send LDAP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAF attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMName and telephone Number
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships.  you want to only send individual group

memberships, use the Send Group Membership as a Claim rule template.

< Previous | |
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23. Enter the Claim rule name, select Active Directory as the Attribute Store.
24. Map the LDAP attributes as follows:

H

Configure Rule

== *You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the nile.

@ Caonfigure Claim Rule
Claim rule name:

|SBM field mapping

Rule template: Send LDAP Aftributes as Claims

Aftribute store:
|a’-‘«.ctive Directory

Mapping of LDAF attributes to outgoing claim types:
I;E;‘;ﬁ;ibme (Select ortype to Outgoing Claim Type (Select or type to add more)
E-Mail-Addresses E-Mail Address

Given MName

Given-Name

Sumame Sumame

User-Frincipal-Name UPN

25. Click Finish.
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26. Click on the Issuance Transform Rules and click Add Rule...
27. Select Transform an Incoming Claim as Claim rule template and click Next.

Select Rule Template
Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

Transform an Incoming Claim W |

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, chanage its claim
type, and optionally change its claim value. For example, you can use this nule template to create a nule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited. For more information on the sources of incoming
claims, click Help.

< Previous || Mext > || Cancel
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28. Enter the Claim rule name, select UPN as Incoming claim type, select Name ID as the
Outgoing name ID format, and make sure Pass through all claim values is selected.
29. Click Finish.

L Add Transform Claim Rule Wizard -
Configure Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
@ Choose Rule Type also map an incoming claim value to an outgeing claim value. Specify the incoming claim type to map to the

outgoing claim type and whether the claim value should be mapped to a new claim value.

@ Configure Claim Rule

Claim rule name:

rSEM transform rule|

Rule template: Transform an Incoming Claim

Incoming claim type: IL'PH W |
Unspecified

Outgoing claim type: [HarED " |

Outgaing name 10 format: IPersistent Identifier v |

(@ Pass through all claim values

() Replace an incoming claim value with a different outaeing claim value

() Replace incoming e-mail suffx claims with & new e-mail suffic

| < Previous || Finish || Cancel |

30. You will need to repeat steps 18-20 for each dashboard role that will be used. Each time you
repeat the step, change the AD group and for Outgoing claim value for the relevant
dashboard role.

The following values will be used as Outgoing claim value:

(0}

O O O0OO0OO0Oo

(0]

Superuser

Security Manager

Basic Security Manager
Security Manager Viewer
Support

Basic Support
Administrator

Device Administrator

31. Click on the Issuance Transform Rules and Add Rule...
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32. Select Send Group Membership as Claim as Claim rule template and click Next.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

Send Group Membership as a Claim

Claim rule template description:

Using the Send Group Membership as a Claim rule template you can select an Active Directory security
group to send as a claim. Only a single claim will be emitted from this rule, based on the group selected.
For example, you can use this rule template to create a rule that will send a group claim with a value of
"Admin" i the user is @ member of the "Domain Admins" security group. This rule template should only be
used for users of the local Active Directory Domain.

< Previous || Mext > || Cancel
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33. Enter Claim rule name, select the relevant AD group per dashboard role, select Outgoing
claim type as Role, enter the role name as listed in item 17, and click Finish.

Configure Rule

Steps You can configure this rule to send a claim based on a users Active Directory group membership. Specify the

@ Choose Rule Type agroup that the user is a member of, and specify the outgeing claim type and value to issue.

@ Configure Claim Rule Claim rule name:
|SMB Supenuser

Fule template: Send Group Membership as a Claim
User's group:

[LOCSEC\SBM Super Admin | [ Browse..

Outgoing claim type:
|Hole

Outgoing name 10 format:
|Un5pedﬁed

Outgoing claim value:

|S|.|pen.|ser
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34. After repeating steps 18-20 for each dashboard role, the Issuance Transform Rules would

35.

36.
37.
38.

look like the following:

i Edit Claim Rules for wf-bb-test.eul.locsec.net = -
lssuance Transform Rules | lssuance Authorization Rules I Delegation Authorization Rules |
The following transform rules specily the claims that will be sent to the relying party.
Order  Rule Name lssued Claims
1 SBEM field mapping E-Mail Address,Given Na...
2 SBEM transform rule Name 1D
3 SMEB Superuser Role
4 Security Manager Faole
5 Basic Securty Manager Role
& Security Manager Viewer Faole
7 Support Role
] Basic Support Faole
) Administrator Rale
10 Device Administrator Role 4}
Add Rle... | | Edit Rule... | | Remove Ru..
| QK | | Cancel | Apply

Download the FederationMetadata . XML file by going to the following link (change
the localhost to your ADFS host machine):
https://<localhost>/FederationMetadata/2007-06/FederationMetadata.xml

Sign in to the SBM dashboard and go to the Settings > Administrators > SSO settings.
Click Configure IDP.

Enter Service name, click Browse, and select the FederationMetadata. XML file
downloaded in step 22, and click Save.

Configure IDP: D

Service name: ADFS LOCSEC

select the Metadata file Browse

FederationMetadata (1).xml
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39. The SSO settings screen will display the SSO settings.

SS0 settings

Service name: ADFS LOCSEC

Entity id: http://adfs.locsec.net/adfs/services/trust

single sign on service: https://adfs.lacsec.net/adfs/ls
single logout service: hitps://adfs.locsec.net/adfs/Is

Remove setlings

40. Once SSO setting are activated on the dashboard, each time users open the dashboard the
sign-in page will automatically redirect the users to the ADFS sign-in page.
The users sign in using AD account details and based on the ADFS claims will be given
permission with relevant roles to the dashboard.
If the user does not have a dashboard account, it will be created automatically.

41.To login to the dashboard using the local sign in page go to:
https://<dashboard URL>/login/
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